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(54) PORTABLE TERMINAL WITH SECURfTY 
{57)Abstract 

PROBLEM TO BE SOLVED: To find out pretender who claims 
to be a processor of a portable terminal and leakage of secrecy 
information by always protecting the secrecy infomnation of the 
portable terminal. 

SOLUTION: A secrecy infomiaiion storage means 4 stores 
secrecy information of the portable terminal. Furthenmore, a 
dummy secrecy information storage means 5 stores dummy 
secrecy information. When a detection means 1 detects the 
number of failures In password entry in exc^s of processing 
value or a temper attaciCi the detection means 1 outputs an 
attacic control signal to a control means 2. Upon the receipt of 
the attacic detection section, the control means 2 transmits an 
encryption signal to a public key encryption means 3. The 
public key encryption means 3 uses a public key in a public key 
encryption to encrypt the secrecy information. The control meais 2 deletes the secrecy information 
and replaces the encrypted secrecy infonmation with flie dummy secrecy infomiaUon. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of tiie Drawings] 

[PimwilffgUThe block diagram of the personal digital assistant equipment in tfie gestsit of operaticm of the 1st 
of tins invention, 

U)twmng2l Other block diagrams of the personal digital assistant equipment in the -gestalt of operation of the 
Istofthisinvention^ 

fPrawing 3) Service piovi^n stnicture-of-a-sy stem drawing using the petscmal digilal-as^stant equipment in 
the gestalt of operation of tiie 2nd of this invention, 

[Drawing 4] The block diagram of conventional personal digital assistant eqmpment, 
(Pmwvi\g S ] It is tiie block diagram of another conventional personal (tigital assistant equipment 
[Description of Notations] 

1 Detection Means 

2 Control Means 

3 Public*K^-£nciyption Means 

4 Secrecy Monnation Storage Means 

5 Dummy Secrecy Information Storage Means 

6 Common Key Encrypto^stem-ized Means 

10 Personal Digital Assistant Equipment 

1 1 Server or Base Station 

12 Blacklist 
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TECHNICAL PROBLEM 



[Problem(s) to be Solved by tfie Invention] However, in the personal digital assistant equipment of drawing 4 , 
it is that both read the stor^e section the tamper since the enciphered confidential information and the 
cryptographic key used for enciyption/decode exist in personal digital assistant equipment, the cipher and ^ 
cryptogr^rfiic key could come to hand, and it had the problem that confidential infoimation was revealed. 
[0007] Moreover, unjust opening was detected in fiie persona] digital assistant equipment of drawing S ^ and 
since confidential infonnadon was lost ^le safety can be maintained by eliminatii^ ^e confidential 
infoimation memorized, it had the problem that it is difiScult to reuse after collecting personal digital assistant 
equipment, and the problem tiiat confidential information was revealed when opening cannot be detected. 
[0008] Although secrecy protection of information was performing any convendonal personal digital assistant 
equipment, leakage of spoofing or indiiidual humanity news was not found, but it had ibc problem that an 
inaccurate analyst could not be pursued, either until it suffered damage. 

[0009] This invention solves the above-mentioned conventional problem, always ptotects confidential 
information, and aims at offering the personal digital assistant equipment which can discover leakage of 
spoofing or confidential infonnation. 
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EFFECT OF THE INVENTION 



(Effect of the Invention] So that clearly from the above explanation m this invention The secrecy^ infonnation 
5t(Mrage section which memorizes confidential infonnati'(Hi for personal digital assistant equipment, and a 
dummy secrecy information storage means to memorize dummy confidential informationy A public-key- 
encatyption-izBd means to encipher confidential information with ^e public key of public enciyption, A 
detection means to detect chat the count of failure of a passv^ont exceeded constant valuCi or a tamper, and to 
ou^ut a detecting signal. In response to a detecting signal, an enciyption signal is transposed to a pub&c*key- 
encryption-ized means, delivery and confidential information arc transposed to encryption confidential 
information, confidential information is eliminated, and since it considered as the configuration possessing the 
control means which replaces encryption confidential information and dummy confidential information, the 
effectiveness that confidential mformation can be protected is acquired. 

[0038] Moreover, the list which indicated the personal digitat assistant equipment corresponding to dummy 
confidential information and dummy confidential infomiation to the so'ver of the service provision system 
which consists of personal digital assistant equipment and a server. Since it had a means by which service was 
not pemiitted wh^ it became dear that it is in agreement with a means [ list / confidential information / which 
was transmitted fiom personal digital assistant equipment ] and the dummy confidential infbrmatioa 
confidential information was indicated to be by the list Ihe effectiveness that an inaccurate texmihal user can be 
detected and service can be refused is acquired 
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PRIOR ART 



[Description of the Prior Art] Generally, personal digital assistant equipments, such as a cellular phone, PDA, 
and an IC card« have confidential infonnation, such as authentication infonnatton (a passwoid, personal 
identification number, etc.) and individual humanity news (address book etc.), in the interior. When personal 
digital assistant equipments, such as a cellular phone, PDA, and an IC card, are lost or a thefl is suited, unjust 
analysis (tamper) of internal confidential information may be pcrfoimed. If authentication information is 
analyzable in unjust analysis, a fixed period becomes completely and '^'^ is possible until loss and a theft are 
told to a service manager. There may also be leakage of individual humanity news. Even if personal digital 
assistant equipment was recoverable after loss and a dief^ tamper may have been suited and anxiety arises 
to use the personal digital assistant equipment 

[0003] As conventional p^sonal digital assistant equipment which can protect confidential information, what 
was indicated by a publication-number No. 2711 07 [ ten to ] ofiScial repoit and JP,9-26121 7,A is known. Tlie 
configuration of personal digital asdstant equipment given in a publication-number No. 27 1 1 07 [ ten to ] 
official report is shown in drawing 4 . The cos^gucation of personal distal assistant equipment ^ven in IP,9- 
261217,A is shown in drawing 5 R> 5. 

[0004] The personal digital assistant equipment shown in drawing 4 is the securi^ section prepared in the 
interior of a computer card^ and protects confidential information by enciphering and saving confidential 
information. In a control section and the random-number-generation sectioiu a necessary cryptographic key is 
generated using a random number. The generated cryptographic key is memorized in the cryptographic key 
storage section. The cipher ^stem which functions conesponding to the generated cryptographic key is 
beforehand memorized in the cipher system storage sectioa Cipher processing is perfumed to the received 
plaintext data using .the memorized cipher system, and encryption data are created in a code / decode sectioa 
The created encryption data are memorized in the encryption data storage sectiox^ 
[0005] Moreover, the personal digital assistant equipment shown in drawings is the iiuiividual pocket device 
which aimed at prevention of the secrecy leakage by the tamper by detecting a tamper and eliminating a private 
key. According to the directions fiom the key generation directions section, the key of public key encryption is 
generated in the random-number^generation section and the cryptographic key generator section. The generated 
key is stored in the cryptographic k^^ storing section, the plaintext, cipher, or signature sentence inputted fiom 
a plaintext, a cipher, and the signature sentence input section - the cipher-processing section — a cryptographic 
key - using - encryption - or it decodes or signs. If an opening detecting element detects opening, the private 
key stored in the cryptographic key storing section will be eliminated by the eUminatloa directions sectioa 
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TECHNICAL FIELD 



[Field of die Invention] E^ecially this invention relates to die personal digital assistant equipment which can 
protect confidential information in the case of loss or a theft about personal digital assistant equipment 



[Translation done,] 
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DETAILED DESCRIPTION 

[DetaQed Description of fhe Invention] 
[0001] 

[Field of the Invention] Especially this invention relates to the perscmal ^U^tal asustant equipment wludi can 
protect confidential information in the case of loss or a teft about personal £^ta] asdstant equ^mient 
[0002] 

[Description of Ae Vnor Art] Generally, personal (Ugltal assistant equipments, such as a cellular phone, PDA, 
and an IC card, have confidential infomiation, such as authentication infoimation (a password, personal 
identification number, etc.) and individual humanity news (address book etc.), in tfie interior. When personal 
digital assistant equipments, such as a cellular phone, PDA, and an IC card, are lost or a theft is suited, unjust 
analy^s (tamper) of internal confidential information may be performed. If authentication information is 
analyzable in unjust analysis, a fixed period becomes conqsletely and is possible until loss and a theft are 
told to a service manager. There may also be leakage of individual humanity news. Even if personal digital 
assistant equipment was recoverable afier loss and a theft, tiie tamper may have been suited and anxiety arises 
to use tiie personal digital assistant equipment 

[0003] As conventional personal digital assistant equipment which can protect confidential information, what 
was indicated by a publication-number No. 271107 [ ten to ] offidal report and JP,9-261217,A is knowa The 
configuration of personal digital assistant equipment given in a pubiication-numbor No. 271 107 [ ten to ] 
official report is ^own in drawing 4 . The conf^garation of personal digital assistant equ^ment givea in JP,9- 
261217 A is shown m drawings R> 5. 

[0004] The personal digital assistant equipment shown in drawing 4 is the security section prepared in the 
interior of a computer card, and protects confidential information by enciphering and savii^g confidential 
information. In a control section and tiie random-munber^generation section, a necessary ciyptographic key is 
gerieratcd using a random number. The generated ciyptographic key is memorized in ttie ciyptographic key 
storage section. The cipher system which functions corresponding to the generated cryptographic key is 
beforehand memorized in flie cipher system storage section. Cipher processing is perfonned to the received 
plaintext data using the memorized cipher system, and encryption data are created in a code / decode section. 
The created encryption data are memorized in the encryption data storage sectioiL 
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MEANS 



[Means for Sol\ing the Problem] The secrecy information storage section which memoxizes confidential 
infoxmation for personal distal assistaztt equipmeni in this invention in order to solve the above-mentioned 
technical proUem, A public-key*enciypt3on-ized means to encipher confidential information with the public 
key of public key encryption. It coimdered as the configuration possessmg a detection means to detect tiiat the 
count of finlure of a password exceeded constant value, or a tamper, and to output a detecting signal, and the 
control means ^ch transposes an mcxyption signal to a public-key-encsyption-ized means, transposes delivery 
and confidential information to encryption confidential information in response to a detecting sigio!, and 
diminates confidential information. Thus, by having constituted, confidential information is always pxx>tected 
arul leakage of spoofing or confidential information can be discovered. 

[001 1 ] Moreover, when it became clear that it is in agreement with a means [ list / confidential information / the j 
list which indicated the personal digital assistant equipment corresponding to dummy confidential information 
and dummy confidential information to the server of a service piovi^on ^slem, and I which was transmitted ( 
fiom personal digital assistant equipment ], and the dummy confidential information confidential information ] 
was indicated to be by tiie list, it had a means by which service was not permitted. Thus, by having constituted, i 
an inaccuxatetermxnai user is detected and service can be refused. ^ 
[0012] 

Embodiment of the Invention] The secrecy information storage section invention of this invention according to 
claim 1 remembers confidential information to be, A pablic*key-enciyption-ized means to encipher said 
confidential information with the public key of public key encryption. An attack detection means to detect that 
the count of &ihire of a password exceeded constant value, or a tamper, and to ou^ut an attack detecting signal. 
In respoi^ to said attack detecting signal, an encryption signal is transposed to said pubiic-key-enciyption-ized 
means, and delivery and said confidential information are transposed to encryption confidential informatiori, 
and it is personal (figital assistant eqidpment posses^r^ the control means wtuch eliminates said confidential 
information, and lias an operation of perfomurig secrecy protection of information to an inaccurate perscm's 
analy^. 

[0013] The secrecy information storage section invention of this invention according to claim 2 remembers 
confidential information to be, A dummy secret information storage meai^ to memorize dummy confidential 
information, and an attack detection means to detect that the coimt of failure of a password exceeded constant 
value, or a tamper, and to output an attack detecting signal. It is personal digital assistant equipment possessing 
the control means which transposes said confidentiai information to said dummy confidential information in 
response to said attack detecting signal, and has an operation of enabling it to detect analysis having been 
performed to an maccurate person's analysis. 

[0014] The secrecy ir^formation storage section invention of tiiis invention according to claim 3 remembers 
confidential information to be, A dummy secrecy information storage means to menuirize dummy confidential 
information, and a public-key-enciyption-lzed means to encipher said confidential information with the public 
key of public key encryption. An attack detection means to detect that the count of faihire of apassword 
exceeded constant value, or a tamper, and to ou^ut an atladc detecting adgnal. Said attack detecting signal is 
received. An encryption signal for said public-key-enciyption-ized means Deiivoy, Transpose said confidential 
information to encryption confidential information, and said confidential information is eliminated. It is 
personal digital assistant equipment possessing the control means which rq[)laces said encryption confidential 
information and said dummy confidential information, and has an operation of enabling it to detect having 
protected confidential information to an inaccuxate person's analysis, and analysis having been performed. 
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[001 S] In claim 1 and the personal digital assistant equpment of three publications, invendon of this invention 
according to clum 4 establishes a means to obtain said private key fitmitiiebattexy charger which memorized 
the private key corresponding to said public key, and to decode said encryption confidential inibnnation, and 
has an operation that only a user mih a specific battery charger enables it to decrypt encryption confidential 
information. 

[0016] The secrecy information storage section invention of this invention according to claim S remembers 
confidential information to be, A common key enc^ptosyslem-ized means to enciph» said confidential 
information vnih the conunon key of a conunon key em^yptosystem, A public^key-encryption-ized means to 
encipher said common key with the public k^ of public key encryption, An attack detection means to detect 
that the count of future of a password exceeded constant v^e, or a tamper, and to output an attack detecting 
signal. Said attack detecting signal is received. An encryption signal for said public*key-enayption-ized rneai^ 
Deliveryt Said common key and said confidential infcmnation are eliminated, and it is personal distal assistant 
equtpmem possessing encryption confidential infinmation and the control means which stores an encryption 
common key m ^d secret information storage section, and has an operation of reductr^ the amount of 
information enciphered witii public key enciyption, and protecting confidential information at a high speed 
[0017] In the sovice provision system by which invention of tins invention according to claim 6 con^usts of 
personal digital asnstant equipment and a server according to claim 1 said server The list wUdi indicated the 
personal digital assistant equipment corresponding to dummy confidential information and said dummy 
confidential information, A means [ said list / confidential information / which was transnutted fiom said 
personal digjftal assistant equipment]. When it becomes clear that it is in agreement with the dunany 
confidexrtial informatbn said confidential information was insficated to be by said list, it is the service provi^on 
system equipped witii a means by which service is not pemutted, and it has an operation of enabling it to detect 
analysis having been performed by the inaccurate person. 

[00 1 8] In the service provision system by wUch invention of this invention according to claim 7 consists of 
personal digital assistant equipment and a server according to claim 1 said server The list wluch mdicated tiie 
personal digital assistant equipment corresponding to confidential information and said confidential 
information, A means [ said list / decode the encryption confidential information which received with tiie 
private key of a public key sy^em, and ], When it becomes clear tiiat it is in agreement witii the confidential 
information in said list, it is the service provision system equipped with a means by which service is not 
permitted, and it has an operation of enabling it to detect analysis having been performed by the inaccurate 
person. 

[0019] In personal dieltal assistant eouirmient accordina to claim 2. said dummy confidential information is 
information which includes identification information, such as a serial number, and the status information of 
time of day, a location, etc. at least, and invention of this invention according to claim 8 has an operation of 
enabling disoerrunent of an mxjost terminal. 

[0020] Hereaittf , the gestalt of operation of tiiis invention is explained to a detail, referring to drawing 1 • 

drawing ? . 

[0021] (Gestalt of tiie 1st operation) The gestalt of operation of tiie 1st pf thlq i>vf>i>finn \^ p nTiftPfll ity' 
assistant y^pment which endphers confidential ijifap» »^'^n w?^^ p^Mff \rry r parvpWn^ mid replaces 
confidenti al information with dommy confidential information, when the count of failure of tiie time of 
d prtPCTHnTi nf a tamppr nr a pac^^^rj hfiCQPtcs Tnore than constant vaipe , 

[0022] Drawing 1 is the fimctional block diagram showing the configuration of the personal digital assistant 
cquiinnent m the gestalt of operation of tiie Ist of tiiis invention. In dravwng 1 R;> 1, tiie detection means 1 is a 
means to detect that the count of failure of a password exceeded constant value, or a tamper, and to output an 
attack detecting signal. A control means 2 is a means to transpose an encryption signal to a public-key- 
encryption*tzed means, it to transpose delivery and confidential Information to encryption confidential 
informiution in response to an attack detecting signal, to eliminate confidential information, and to replace 
encryption confidential information and dummy confidential informatioiL The pubUc^key-encryption*ized 
means 3 is a means to encipher confidential information witii tiie public key of public key encryption. The 
secrecy infonnation storage means 4 is a means to monorize the c<mfidential information of personal digital 
assistant equipment The dummy secrecy information storage means 5 is a means to memorize dummy 
confidential infonnation. 

[0023] Drawing 2 is tiie fimctional block diagram showing other configurations of the personal digital assistant 
equipment in flie gestalt of operation of tiie 1 st of tins faiventioa In drawing 2 , a control means 2 is a means to 
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eliminate delivery and a common key for an enciypdon signal for a pubKc-key^enoyption-ized means in 
response to an attack detecting signal. The pablic-key-encryptton-ized means 3 is a means to enciplier a 
common with the public key of public key encryption. The secrecy information storage means 4 is a means 
to memorize the confidential informaHon of personal digital assistant equipment The conmion key 
enciyprosystem*ized means 6 is a means to encipher confidential infonnation mth a common k^. 
^ [0024] Actuatton of the personal digital assistant equifanent in the gestalt of operation of die 1st of this 

invention constituted as mentioned above is explained. Gaierally, since personal digital assistant equipment is 
performing the activity limit with a password, the inaccurate person who received persraal digital assistant 
equipment first perftrms the tamper which is going to make personal digital assistant equipment usaUe, or is 
going to read confidential information fiom the secrecy infonnation storage means 4 directly by the exWstive 
search attack of a password The detection means 1 detects diis and an attack detecting signal is transmitted. 
[002S] The carrier beam control means 2 sends an encryption signal for an attack detecting signal to the public- 
key-encryption-ized means 3. The confidential information tiie carrier beam public-key-encryption-ized means 
3 was remembered to be by the secrecy information storage means 4 in this encryption signal is enciphered 
using a pubbc key. A control means 2 eliminates the confidential infonnation of a plaintext, after m^ddng the 
secrecy information storage means 4 memorize this encryption confidential information. 
[0026] Finally, a control means 2 replaces the dummy confidential infonnation memorized by the dununy 
secrecy infonnation stcmge means S and the encryption confidential information memorized by the secrcQ^ 
information storage means 4. Thmfore, the maccurate perscm who analyzed the password and made personal 
digital assistant eqmpment usable will use it for spoofing etc. by making this dummy confidential information 
into right confidential informatiorL 

[0027] When personal digital assistant equipment is able to be collected, since encryption confidential 
information is decoded, personal digital assistant equipment can be easfly reused only by coimecting with the 
battery charger v/tdoh memorized the private key. Since there is only a public key in the interior of personal 
digital assistant equipment, an inaccurate person cannot decode encryption confidential information. 
[0028] Next, with referoicc to drawing 2 , actuation of the personal digital assistant equipment of other 
confignrafions in the gestah of operation of fiie 1 st of this invention is explained. As for public key encryption, 
generally, since processing speed is slow, when fliere is much confidential information, encryption takes time 
amount So, when a user does not use confidential information, the encryption confidential information which 
enciphered confidential information by the conmion encryptosystem using the common key with the 
common key encryptosystem-ized means 6 is saved for &e secrecy information storage means 4, and the 
confidential information of a plaintext is eliminated. When the detection means i detects an attack, this 
common key is enciphered with public key encryption uang a public key mth tiie public-key-encryption-ized 
means 3, this encryption common key is saved, and a common key is eliminated By tiie above approach, even 
if confidential information increases, confidential infonnation can be protected at a high speed. However, 
whenever a user uses confidential information, he needs to decode encryption confidential information, Init 
since a common key encryptosystem is a high speed, it is satisfiictory practically, 

[0029] As mentioned above, with tiie gestalt of operation of the 1st of ttus invention, since it considered as tiie 
configuration ^^ch enciphm confidential information with public key encryption, and replaces confidential 
information with dummy confidential information when the count of fiiilim nf th<* tiig p of dfttRrtigpi of a t^per i/ 
or a password became about personal dlgftfl| aggfsrfiiiit i^lfmi^f m»rp ih«n i>/itt«rte»» Yflhrr r^fif'fnfinl 
information of personal digital assistant equipment can be protected certainly. 

[0030] (Gestalt of the 2nd operation) The gestalt of c^eration of the 2nd of this invention is a service provision 
system vAich has the serv^ which does not permit service, whoi it becomes clear that it is in agreement witii 
the dummy confidential infonnation with which compared the list wtiich indicated the personal digital assistant 
equipment corresponding to dummy confidential information and dummy confidential information, and the 
confidential infonnation transmitted fi'om personal digital assistant equipment, and confidential information 
was indicated to be by the list. 

[003 1] Drawing 3 is the fimctional block diagram showiog die configuration of tiie pmonal digital assistant 
equipment in the gestalt of operation of the 2nd of this invention. In drawing 3 K> 3, persopal digital assistant 
equipment 10 is a terminal unit explained witii tiie gestalt of the 1st operation. A server (or base station) 1 1 is a 
system which offers service based on tiie confidential information fix>m a terminal. A blackUst 12 is a list v^'ch 
indicated an unjust terminal and its confidential informatiorL 

[0032] Actuation is explained about tiie service provision system in the gestalt of operation of the 2nd of this 
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invention constituted as mentioned above, refemng to drawiiy gS . An inaccuxate poson is going to peifomi 
.spoofing using personal digital assistant equipment 10. At this time, confidential information was changed to 
dummy confidentiat informatioa In Stepl, in case service is lequtied of a server 1 1 , dummy coi^dential 
infonnation will be used as authentication infomiation. 

[0033] Next» the server 1 1 of vAdxix service was required checks that compare with a blacklist 1 1 the 
authentication infonnation sent by the inaccurate person, and dummy confidential information has been sent 
Therefore, since getting to know that spoofing was performed cuts a server 1 1, it does not permit service. 
[0034] In the above explanation, confidential information was transposed to the dununy confidratial 
infoimation currently prepared beforehand. However, when the public key of a server 1 1 is inputted into 
personal digital assistant equipment and the detection means I detects an attack beforehand, confidential 
information can be enciphered in a opm code using the public key of die server 1 1 , and encryption confidential 
infoimation can also be used as a substitute of dununy confidential information. En this case, it is a server 1 1 » it 
decodes t^mg the private key corresponding to the public key of a server 1 1, and as compared with the decoded 
confidential infonnation and the coniSdenttal information of a customer list» if in agreement, it can judge that 
encryption confidential information is inaccurate. By this approach, while there is a merit that it is not necessary 
to prepare a blacklist, ciph^ processing is needed by the server IL 

[0035] Moreover, since the time amount to which injustice was carried out by using the information (serial 
number of the location and personal digital assistant equiiment of time of day and personal digital ftgfti'g fant 
equipmrat) whidi can specify personal digital assistant equipment as dumn^ confidential information, the 
location in, etc. become clear, it becomes easy to pursue an inaccurate person* 
[0036] As mentioned above, the gestalt of operation of the 2nd of this invention compares the list which 
indicated the personal digital assistant equipment corxeq>onding to dummy coofulential informatioa and 
dummy confidential infonnation for a service provision system, and the confidential information tran^'tted 
fio m personal digital assistant equipment, and since it considered as the configuratioa which has the server 
which does not permit service when it became clear that it is in agreement with the dummy confidential 
information coi^dential information was indicated to be by the lia^ an unjust tenninal is detectable. 



[Translation done.] 
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CLAIMS 



[Claim(s)] 

[Claim 1] Hie personal digital assistant equipment characterized by to provide the secrecy information-storagie 
section v^ch memorizes confidential infbnnatron, a public-fc^-encryptioa-ized means encipher said 
confidential information widi the public key of public key encryption, an attack detection means detects £hat the 
count of feiluie of a password exceeded constant value, or a tamper, and oiapvct an attack detecting signal, and 
the control means that transposes an encryption signal to said pubUc-key-enoyption-tzed means, transpose 
delivery and said confidential information to encryption confidential mformatton in response to said attack 
detecting signal, and eliminate said confidential information. 

[Claim 2] Personal digital assistant equipment characterized by providing the seoecy information storage 
section which memorizes confidential infomiation, a dummy secrecy infiinnation storage means to memorize 
dummy confid»tial information, an attack detection means to detect tiiat the count of faOure of a password 
exceeded constant value, or a tamper, and to ou^ut an attack detecting signal, and the control means that 
transposes said confidential infozmation to said dummy confidential information in response to said attack 
detecting signal, 

[Claim 3] llie secrecy information storage section which memorizes confidratial information, and a dummy 
secrecy information storage means to memorize dummy confidential information, A public-key-encryption-ized 
means to encipher said confidential infomiation with the public key of public key encryption. An attack 
detection means to detect that the count of fiulure of a password exceeded constant value, or a tamper, and to 
output an attack detecting signal. Personal digital assistant equipment characterized by providing the control 
means wluch transposes an encryption signal to said public-key-enciyption-ized means, tran^oses delivery and 
said confidential infomnation to encryption confidential information in response to said attack detecting signal, 
eliminates said confidential information, and replaces said encryption confidential information and said dntnmY 

[Claim 4] Claim 1, personal digital assistant equipment of tiuee publications which are characterized by 
establisUng a means to obtain said private key fiom the battery charger which memorized the private key 
corresponding to said public key, and to decode said encryption confidential information. 
[Claim S] The secrecy information storage section which memorizes confidential information, and a common 
key encryptosystm-izcd means to encipher said confidential information mtii the common kQf of a common 
key encryptosystem, A public-key-enciyption-ized means to encipher said common key with the public key of 
public key encryption, An attack detection means to detect tiiat the count of f^hne of a password exceeded 
constant value, or a tamper, and to output an attack detecting signal. Personal digital assistant equipment 
characterized by elimiDating delivery, and said common key and said confidential information for an encryption 
^gnal for said public-kQ^-encryption-ized means in response to said attack detecting signal, and providing 
encryption confidential biformation and the control means which stores an encryption common key in said 
secrecy information storage section. 

[Claim 6] b the service ivovision system which consists of per»)nal digital assistant equipment and a server 
accordii^ to claim 2 said server The list ^ch indicated the personal digital assistant equipment correspondii^ 
to dummy confidential information and said dummy confidential information. The service pro\4sion system 
characterized by having a means by vduch service is not pennitted when it becomes clear that it is in agreement 
with a means [ said list / confidential information / which was transmitted fit>m said personal digital assistant 
equipment] and the dumniy confidential information said confidential information was indicated to be by said 
list. 

[Claim 7] It is the service provision system characterized by to have a means do not pemut service when it 
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becomes clear that it is In agreement vnih the list wfli v^ch said server indicated the personal digital assistant 
equipment corre^nding to cox>fideniial information and seud confidential information in the service provision 
system v^ch consists of personal digitsd assistant equipment and a server according to claim 1 , a means [ said 
list / decode the encryption confidential infonnation which received with the private key of a public key system, 
and ], and the confidential infonnation in said list. 

[Claim 8] Said dummy confidential information is personal digital y^i^m^nt equipment according to claim 2 
diBracteiized by bdng the infonnation which includes identification pf^Tmatt ^M^, such as asoi^immber^ and 
die status information of time of dw- aio^gsri, etc. alJasL 

[rranstation done.] 
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